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Practical Evaluation #3 — SIP, SDP, RTP and RTCP

The purpose of this work is to familiarize the students with the operation of SIP, SDP, RTP and RTCP

protocols and their functions in a VolP architecture. For the voice server we will use 3CX Phone System
in Cloud (http://www.3cx.com). It is a VoIP server, based on Asterisk, with a browser management

console. For telephone terminals (extensions), we will use 3CX softphones
(https://www.3cx.com/voip/softphone/) on PC's and smartphones.

The capture of information exchanged is done by the software "Wireshark"
(https://www.wireshark.org/download.html).

PREVIOUS NOTES:

For the execution of this work you should not use the Wifi networks "eduroam", "Lab8_5G" or "Lab8"

since some necessary ports of communication are blocked. You can, for example, use the "mstio"
network.

INSTALLATION OF VOIP SERVER AND CLIENTS WITH SOFTPHONE

1. This work requires that, in each group, a VolP server and two softphones that will function as
clients; it is not necessary that they are on the same network; one of the clients must be on a PC
where you must also install wireshark software (this software should always run in Administrator
mode).

2. For the clients: the 3CX softphone software for PC can be obtained in
https://www.3cx.com/voip/softphone/. For Android just search for "3CX" in the Play Store or App
Store.

3. For the installation and activation of the voice server (only one per group):

l. Start the process of creating the voice server hosted in the 3CX Cloud. At the bottom
of the page www.3cx.com select the option "On TheCloud":

Il. Perform the registration process — use a true email — and wait for the reception of an
email with a software activation key;

Get 3CX free now! Select preferred deployment:

A\ On-Premise ml On-Premise @/ On the cloud

for Linux on a $200 appliance or as a VM M for Windows as a VM of" In your Google, Amazan, Azure account

Rt et o Tt e

Il In this mail you will find the software activation key and instructions for various
options available. Choose 3CX Cloud server hosting (via Google):

Option 3: Cloud - Try it hosted by 3CX
Free hosting by 3CX for 3 months, then migrate it to your account or on premise.

GET 3CX on GOOGLE
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V.

During the installation process, you will need to enter some data:

1. Country, time zone and language

2. A name for the server that will serve to create the access URL

3. How many digits will have the internal numbers (2, 3, or more digits)
4. A Google Datacenter for hosting the server

At the end, you will receive an email with the general information of your system! Sign
in to your Browser with the credentials created earlier.

CONFIGURATIONS AND TESTS

Open the VolP server management page (indicated in the mail from the previous points) and
use the credentials configured in the installation process;

A screen with menus on the left side will appear:

@ Grupos

1.

2.
]
a
8 3
Q

3.

Painel de Controle

Telefones

Ramais

Contatos

Troncos SIP

Painel de Controle

Status do sistema Status do PABX

Troncos alivos @D FQDN
Ramais ativos @ P
hamadas em uso @ Conta PUSH

Niimero de ¢

Creation and activation of clients (extensions):

a)
b)

c)

d)

Access the "Ramais" menu and "Add" to create a new extension.

Set the internal extension number (example: 21), a name and a existing mail address
that will use the softphone. The other fields are not required.

It is important to remove the prohibition on use outside the LAN. In the "Options" tab
remove the selection of "Not authorize the use of the extension outside the LAN..." as
the next image. In the end do OK.

Geral Correio de voz Regras de encaminhamentos Provisionamento de telefone BLF Opgdes Direitos
Restrigdes

Desativar ramal
Desativar chamadas externas
Habilitar PIN de protego Por 0 segundos

b o uso do ramal fora da LAN (Ramais remotos usando Direct SIP ou STUN serdo blogueados)

Bloguear conexo por 3CX tinel (Conexdes do Aplicativo 3CX com Ttinel ativado e SBC seréio bloqueadas)

Repeat the process to create a second user (with another extension number and email
address);
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e) Returning to the overview of this “Ramais” menu, all extensions already created
appear. Select the two created users and click "Send Welcome Email".

f) Both users will receive an email with instructions and attachments that allow them to
automatically configure the 3CX softphones. Do not do it now!

g) Start a packet capture on Wireshark from the PC where you installed the softphone.

The goal is to capture packets exchanged between the softphone and the VolP server
at the time of SIP registration.

h) Activate the user through the automatic configuration file received in point f). If this
operation fails, you can manually configure the softphone:

Account seftings > | Enzilos
Account name: = <_— Account Name. At vour choice
Caller §D: BOGHEmAT v

<3 'ID that will appear in other
Crecentisls phones when you call
Enter your SIP account crecentisls I

Extermon: B0 winternal extension number
io: el inccount 1D
= P D e

Soecily the 1P of your PEX/SIP server
™ [ am in the office - local TP of Pl

A LR
W 1 am out of the office - exterral 1P | srencioud. Jou.pt {E:EJMSEWHUHL

I Lsa 30 Tunnel
Ebminates feewall configuration. Reguires 10X Phone System for Windows

I Use Outhound Prosy server

Required by some VolP Providers. Speciy IP or name. ol 5
Cancel
i) Verify that the customer completes the registration successfully.
4, Question for report:
a) Finish the capture on wireshark. Identify and explain SIP protocol information
exchanges in the user registry on the VolP server.
5. Reboot wireshark with a new packet capture on the user's server and PC and make a call

between the two extensions. After you hang up the call, terminate packet captures in
Wireshark and find those that pertain to the call (SIP, SDP, RTP, and RTCP).

(NOTE): Wireshark makes it easy to view the packets involved in a VolP communication. Just go to the
menu “Telephony” -> VolIP Calls -> Flow Sequence

6. Questions for report:
a. InSIP packets: interpret and explain the call establishment sequence and information
exchange between users and the server;

b. Inthe same wireshark capture, locate a SIP / SDP packet. Identify and explain the main
fields regarding the action of this protocol;
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c. RTP packets: identify the main fields introduced by this protocol; What is the function
of these packets during VolP communication?

d. RTCP packets: interpret the information they carry; What is the role of this protocol
during VolP communication?

e. Indicate which session protocol (UDP or TCP) is used during the call between the server
and the client.

i. What are the advantages of using this protocol in a VolP session?

ii. What are the disadvantages? How are they outdated?

7. Make a new call between the two users, but in this case, the receiver should reject the call.
a) Reporting question: Interpret SIP signaling on call decline.

8. On the client softphone installed on PC change transport mode to safe mode as following
images:

On Hook

i 1 . P 1 L aca Le
|Accounts X
! Accounts

~ Manage SIP accounts

|’A... Name | Domain Calle... New
[&2] Cloudit s0@srme... [b0G... | m—
i
| L~
Remove

Soft keys

My location
Specify the IP of your PBX/SIP server

" Iam in the office - local IP of PBX
@ Iam out of the office - external IP | srmcloud.3cx.pt of PBX - -

Account advanced settings X
I~ Use 3CX Tunnel Audio codecs
Eliminates firewall configuration. Requires 3CX Phone System for Windows EEXcicerail Up L
STUN server: W PCMA
2 ) | Registration time: ’27 minutes == Down F
un | | e Port: |5090 SIP transport: uDP v | Certificates Video codecs L
RTP mode: Normal hd H.263 (ffdshow) Up
I~ Use Outbound Proxy server il
Required by some VoIP Providers. Specify IP or name. [ZSupport RFCZ Down
| S e T
I~ Perform provisioning from following URL: I™" Support SIPINFO DTMF 352 x 288 Q‘
= s _ oo |
: Advanced settings > OK I Cancel ‘ Gancel

a) Capture packets from a new call originated by this user.
b) Reporting Question: What changes do you find in SIP / SDP and RTP packets? Explain
the purpose of these changes.

9. Reporting Question - What are the advantages and disadvantages of using a VoIP server in a
cloud environment?
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